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CHAIRMAN’S
STATEMENT

70

fils
equivalent
dividend per share
AED

12.5
billion net profit
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“FAB continued to make great
strides towards its vision,
achieving a record financial
performance while accelerating the
transformation to build the strategic
foundations for a sustainable,
future-proofed organisation”

“

As we move forward, we will continue to drive growth
in our key business areas, create efficiencies and agility
across the organisation, and strengthen our market
position in targeted markets

Dear Shareholders
We have witnessed a strong economic rebound in 2021
with unprecedented opportunities for renewal, innovation,
and growth in the business ecosystem, despite COVID-19
presenting lingering uncertainties and an uneven global
economic recovery. FAB continued to make great strides
towards its vision, achieving a record financial performance
while accelerating the transformation to build the strategic
foundations for a sustainable, future-proofed organisation.
In a step reflecting our deep commitment to deliver superior
and sustainable returns for our shareholders, enable future
growth and invest in our market-leading franchise, FAB’s
Board of Directors is recommending a dividend per share of
70 fils equivalent for the full year ended 31 December 2021,
split into 49 fils in cash and 21 fils as scrip dividend in lieu of
cash, for a total amount of AED 7.64 billion.
The successful strategy established by the Board of
Directors, and the Group Executive Committee under
the leadership of Group CEO, Hana Al Rostamani, is
evidence of FAB’s leadership in our sector, enabling the
Bank to achieve success as both a driver and beneficiary
of economic activity. The country’s increasingly important
global role requires us to make unremitting efforts and work
diligently to promote sustainable development, advance
our commitment to inclusion and diversity, and continue to
accelerate growth and drive value creation for customers,
employees, and stakeholders in the UAE and abroad.
The current business environment provides promising
opportunities for growth and prosperity for Abu Dhabi, the
UAE, and the region as a whole, as we continue on the path
of sustainable economic development and diversification
for the post-pandemic era.
While 2021 was a landmark year for the business, it also
marked the UAE’s Golden Jubilee and the launch of an

”

ambitious new vision comprising ten key principles that will
guide the nation’s development over the coming 50 years.
FAB enters 2022 with an integral role to play in furthering
economic prosperity in the markets we serve. As we move
forward, we will continue to drive growth in our key business
areas, create efficiencies and agility across the organisation,
and strengthen our market position in targeted markets.
On ESG and as part of our Group-wide strategy, our
new target to finance or facilitate over USD 75 billion
of sustainable finance projects by 2030 underlines our
commitment to act as a key enabler to the regional
sustainable finance agenda, and to work hand in hand
with our customers and communities to create sustainable
growth.
On behalf of the Board, I would like to take this opportunity
to thank the President of the United Arab Emirates, His
Highness Sheikh Khalifa bin Zayed Al Nahyan, for his
continued leadership and support; as well as His Highness
Sheikh Mohammed bin Rashid Al Maktoum, Vice President,
Prime Minister and the Ruler of Dubai; His Highness Sheikh
Mohammed bin Zayed Al Nahyan, Crown Prince of Abu
Dhabi; and their Highnesses, the Rulers of the Emirates
and Members of the Supreme Council for their enduring
guidance. I also wish to thank our customers, partners, and
shareholders for their trust during this year, and our Board,
management, and employees for their tireless dedication to
FAB’s strategic goals and ongoing success.

As the UAE marks 50 years of exceptional growth and
development, and looks ahead to the next half-century of
progress, FAB will remain committed to delivering on our
promises to our customers, employees, shareholders and
the people of the UAE, and to fulfilling our central role in
supporting the government’s pioneering vision for the future
of the nation.

Tahnoon bin Zayed Al Nahyan
Chairman
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GROUP CEO’S
MESSAGE

“During 2021, FAB was able to deliver a strong
performance and capitalise on the significant
opportunities presented by the economic rebound.
We also made tangible progress in driving growth and
transformation, delivering a host of market-leading
products and services for our growing client base, and
improving customer experience“
26

“

Throughout the year, we demonstrated a unique ability
to support clients with market-leading advice, solutions
and deal execution, helping them to capitalise on the
significant opportunities in the UAE and the wider
region

I am pleased to report that FAB delivered a year of
exceptional performance in 2021, achieving record revenue
and net profit, and accomplishing an historic milestone with
total assets in excess of AED 1 trillion.
Full-year net profits for the Group increased by 19% year-onyear to AED 12.5 billion, whilst revenue grew by 17% to reach
AED 21.7 billion, and the Bank’s balance sheet remained
strong across all key ratios throughout the year. This highly
encouraging performance was driven by a solid momentum
and growth sustained across our core businesses, as well
as the successful delivery of strategic initiatives to unlock
value, drive growth and enhance innovation.
Throughout the year, we demonstrated a unique ability
to support clients with market-leading advice, solutions
and deal execution, helping them to capitalise on the
significant opportunities in the UAE and the wider region.
Our successes were further driven by significant progress
in our Group-wide digital transformation strategy, in
which we successfully delivered improved self-service
capabilities, innovative payment platforms, and increased
digital adoption – particularly in transactions and customer
onboarding.
 AB continued to expand in our targeted markets and
F
grow our international franchise, with 2021 marking the
completion of the Group’s first international acquisition of
Bank Audi Egypt. We also received regulatory approval to
establish our first branch in Shanghai which is slated to
commence operations in the first quarter of 2022.

A strong basis for continued growth

”

FAB’s Investment Banking business delivered a particularly
strong performance, originating and structuring a number
of landmark transactions, and leading new offerings and
company listings on the Abu Dhabi Stock Exchange in a
record year for equity markets. This resulted in a 69% growth
in Investment Banking revenue compared to 2020, primarily
driven by the significant growth in non-interest income
reflecting exceptional trading gains and buoyant regional
capital markets activity.
Our Corporate and Commercial Banking business
produced a resilient performance despite headwinds from
competition and a low interest rate environment, delivering
9% growth in both loans and deposits, with CASA balances
growing by 27%.
Consumer Banking focused on enhancing its product
offerings and partnerships to drive customer acquisition,
growing deposits by 6% and loans by 5% respectively yearon-year, while continuing to improve digital capabilities and
customer experience.
Meanwhile, Global Private Banking generated solid growth
driven by its discretionary portfolio and investment advisory
offerings, signing a number of high-profile new mandates
and increasing AUMs significantly during the year.
It was also a momentous year for FAB’s international
operations, with revenue growth of 26% year-on-year,
driven by the Bank Audi Egypt acquisition and through
enhancement of our MENA business contribution to 52% of
total international revenue in 2021 from 39% in 2020.

Our record performance in 2021 was built on robust
foundations in terms of liquidity, funding and capital,
underlined by the reaffirmation of our AA- credit rating and
stable outlook from S&P, which reflect our strong balance
sheet fundamentals and risk profile.
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“

In 2021, we became the first GCC bank to join the Net
Zero Banking Alliance (NZBA), and achieved a MSCI
ESG rating upgrade to AA, confirming our global
leadership in the space

Leading the Green transition

FAB is committed to supporting the UAE’s bold Net-Zero by
2050 Strategic Initiative, which charts a compelling pathway
to a carbon neutral future, presenting the potential to drive
significant economic growth, inspire new innovations and
deliver positive change for generations to come.
In 2021, we became the first GCC bank to join the Net Zero
Banking Alliance (NZBA), and also achieved a MSCI ESG
rating upgrade to AA, confirming our global leadership in
the space.
With a new target to finance or facilitate USD 75 billion of
sustainable finance projects by 2030, we further underscore
our role as a key enabler for the regional sustainable finance
agenda and a proactive partner to our customers and
communities as we work together to deliver sustainable
growth.

Paving the way for the bank of the future
Looking ahead, we commence 2022 by leveraging the
robust foundation achieved in the past year to support
continued growth across our businesses, creating new
opportunities across the UAE and the region to deliver
sustainable value for our shareholders, customers and
communities.

We will maintain the momentum of our Investment Banking
achievements by driving further specialisation in the coming
year, as we accentuate our regional leadership in the
segment, while also intensifying our focus on the delivery of
innovative solutions to boost trade and supply chain finance
through our Corporate and Commercial Banking business.
At the heart of our approach in 2022 will be our
commitment to deepening our customer relationships. In
Consumer Banking, FAB will leverage its digital services to
deliver enhanced value and customer journeys. We also
aim to further strengthen our onshore and offshore wealth
management advisory services for Private Banking clients,
while also growing our International franchise in key target
markets by developing expanded capabilities to improve
our client offering.
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”

We will continue to attract and nurture talent, building
capabilities and capacity to drive our continued growth,
while investing in our ongoing digital transformation
to create further efficiencies and agility across the
organisation.

We are proud of our position as a regional ESG champion,
and aim to further strengthen this role by driving forward
our sustainability agenda in line with the shared vision of the
UAE and the international community.

Our valued stakeholders

I would like to thank all of our stakeholders for their support
in what has been a challenging yet rewarding year for FAB in
2021.
In particular, I would like to thank our Board members for
their support and oversight and to the UAE Central Bank and
regulatory authorities for their significant guidance for our
industry throughout the pandemic.
I also wish to express my appreciation to our customers,
shareholders and community partners for their continued
trust in the Bank’s ability to deliver sustainable value and
returns.
Special thanks are also due to our dedicated employees
across the Bank, whose resilience and commitment have led
to FAB’s exceptional success and laid strong foundations for
continued progress in the coming year.

Hana Al Rostamani

Group Chief Executive Officer
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GROUP CFO’S
REVIEW

Total assets
exceeding AED

1
12.5
trillion

AED

billion net profit
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“FAB achieved a record
performance in 2021 with a 19%
year-on-year growth in Group
net profit to AED 12.5 billion,
demonstrating the benefits of our
diversified business model in a
recovering economy”

“

Our financial performance in 2021 was driven by
positive momentum across our four core businesses,
led by Investment Banking

FAB’s record performance in 2021 was achieved through
solid momentum across our core businesses, positive jaws
amidst continued investments, prudent risk management
and a robust liquidity and funding profile throughout
the year. The acquisition of Bank Audi Egypt positively
contributed to the Group’s performance, while marking
an important milestone in our plans to grow our strategic
presence in a priority market.
Against an improving macroeconomic backdrop, FAB
delivered a strong set of financial results during 2021, with
total assets exceeding AED 1 trillion for the first time in the
Group’s history, and with record revenues and net profits.
This was driven primarily through revenue growth, with
a significant expansion in non-interest income reflecting
effective balance sheet deployment to drive higher Group
returns, and with our core businesses generating strong
growth on the back of the economic recovery.

Delivering record performance in 2021

The Group delivered net profits of AED 12.5 billion in 2021,
up 19% over 2020, representing a return on tangible equity
(RoTE) of 15.1%.
Total operating income grew 17% year-on-year to AED 21.7
billion, with non-interest income rising 59% to exceed AED
10 billion led by a strong trading performance and growth in
fee-generating businesses. This helped to largely offset the
5% decline in net interest income, which primarily reflected
the adverse impact from the 2020 rate cuts. Net Interest
Margin was 1.50%, down 25bps from 1.75% in 2020.
Operating costs, excluding the impact of the acquisition
of Bank Audi Egypt (BAE), rose 9% year-on-year to AED 5.8
billion, reflecting ongoing investments in products, people
and technology, whilst maintaining cost discipline with
Group cost-to-income ratio at an industry leading level of
26.4%.

”

Demonstrating prudent provisioning amidst improving
macroeconomic conditions, net impairment charges were
AED 2.7 billion, broadly flat year-on-year, translating into a
cost of risk of 65bps.

Contributing 57% to the Group’s total revenue, Investment
Banking produced an exceptional performance capitalising
on improving sentiment and buoyant regional capital
markets activity, leading to a 69% year-on-year growth in
operating income. Corporate and Commercial Banking also
saw sustained growth in balance sheet, with CASA balances
rising 27% year-on-year, on the back of new strategic cash
management mandates, and the rollout of innovative
solutions to help deepen client relationships. Consumer
Banking delivered strong sales acquisition across key
products including mortgages and credit cards, capitalising
on the easing of COVID restrictions and increased
consumer spending, while Global Private Banking saw a 50%
growth in Assets Under Management (AUMs) year-on-year,
driven by enhanced product propositions.
International revenue and profits were up 26% and 88%,
respectively, buoyed by the acquisition of BAE. The
integration of FAB’s Egypt operations is well underway to be
completed during 2022.

Maintained balance sheet strength across
all key metrics
The Group preserved a robust foundation with a strong
funding and liquidity profile, and healthy asset quality
metrics, underpinned by the relief measures under the UAE
Central Bank TESS programme and reflecting our prudent
risk management approach.

31

Annual Report 2021

“

FAB enters 2022 with strong balance sheet
fundamentals, a diversified business profile, and a clear
strategic roadmap, positioning us well to accelerate our
growth and transformation plans

”

Total assets rose 9% to reach AED 1 trillion for the first time
in the Bank’s history, driven by increased lending and a
disciplined growth in our investment book.

(NPLs) at end-2021 stood at AED 17 billion compared to AED
15.8 billion at end-2020, representing a NPL ratio of 4.0% at
year-end, with provision coverage of 98%.

Net loans, advances and Islamic financing grew 6% yearon-year reaching AED 410 billion, reflecting higher demand
from government, GREs, corporate and retail customers, in
addition to the positive impact of the inclusion of Bank Audi
Egypt in the second quarter. Customer deposits rose to AED
614 billion, up 14% year-on-year or AED 74 billion, primarily
led by a significant growth in CASA balances by AED 65
billion as we continued to attract cost-effective liquidity
across our global network. As of end-December 2021, CASA
balances represent 47% of total customer deposits, up
from 41% the prior year. International loans and customer
deposits were up 2% and 27% year-on-year respectively.

Strong capital generation and ongoing optimisation of riskweighted assets helped to offset the impact of regulatory
headwinds during 2021. As a result, the Group’s capital
position remained strong and comfortably above regulatory
requirements, with Common Equity Tier 1 (CET1) ratio at
12.4% and total CAR at 15.4%, post the proposed dividend for
2021.

During 2021, FAB raised USD 4.7 billion (equivalent) of senior
wholesale funding at a competitive pricing across multiple
formats, completing several landmark transactions including
our inaugural Euro public transaction, as well as our return
to the public Sterling market where FAB remains the only
MENA FI with public bonds outstanding.

FAB enters 2022 with strong balance sheet fundamentals,
a diversified business profile, and a clear strategic
roadmap, positioning us well to accelerate our growth and
transformation plans.

We continued to focus on our Green and Sustainabilitylinked funding activity, issuing over USD 605 million
equivalent in Green Bonds in 2021 across both public
transactions and private placements. This brings the total
Green Bonds outstanding to over USD 1.4 billion (equivalent)
across ten issuances and four different currencies, and
further cements FAB’s position as a regional and global
leader in the Green Bond market.
FAB is also leading the MENA region in the transition to
Alternate Reference Rates (ARR), issuing three SOFR-linked
(Secured Overnight Financing Rate) Private Placements
in 2021 and the only MENA issuer to have both SONIA
(Sterling Overnight Index Average) and SOFR-linked bonds
outstanding.
The Group maintained its high-quality loan book in 2021,
reaffirming its position at the forefront of the UAE banking
sector in terms of asset quality. Non-Performing Loans
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Both, Return on Tangible Equity (RoTE) and Return on Risk
Weighed Assets (RoRWA) improved year-on-year to 15.1%
and 2.3% in 2021 as compared to 13.0% and 2.1% for 2020.

Building a future-proof organisation

By deploying capital efficiently, and continuing to invest
in talent, technology, and products, we will strengthen
our competitive position across key segments and
geographies, while enhancing productivity, efficiencies, and
organisational agility.
Although we remain cautiously optimistic in the face
of market volatility and the uncertainty arising from the
pandemic, I am confident in our ability to capitalise on
the significant opportunities presented by the positive
economic outlook across the region, further complemented
by tailwinds from future Fed rate hikes.
I look forward to building on FAB’s robust foundation, as we
deliver the next phase of our growth and transformation
journey, and as we remain firmly committed to sustain our
track record of superior and sustainable shareholder returns.

James Burdett

Group Chief Financial Officer
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MARKET OVERVIEW
Globally and in the UAE, 2021 saw a return to economic
growth and positive macro momentum driven by the global
COVID-19 vaccine programme rollout, improving business
and consumer sentiment, and the impact of global monetary
and fiscal support measures. That said, the recovery outlook
remained uneven and continued to face sustained challenges
towards year-end, including increasing COVID case numbers
and associated volatility.
UAE economy on a robust growth
trajectory

Sound and highly capitalised banking
sector

In addition to the various supportive fiscal, monetary and
regulatory measures, federal and regional governments
introduced new initiatives and continued to commit to large
investments to shore up business confidence and sustain
the economy’s positive momentum.

Throughout the year, liquidity levels remained high, while
total assets in the UAE’s banking sector grew 3.4% year-todate to reach USD 897 billion and total deposits rose 4.4%
year-to-date to reach USD 536 billion, as of November 2021.2

The United Arab Emirates continued its economic rebound
on the back of its world-leading COVID-19 vaccination
programme, clearly reflected in consumer spending
exceeding pre-pandemic levels as well as PMIs averaging
two-year highs.

In the year ahead, faster GDP growth is expected in the
UAE and across the GCC, underpinned by higher oil prices,
Expo 2020, and a rebound in the real estate market and
non-oil economy. Ongoing structural reforms, as well as
investments in infrastructure and energy towards net-zero
commitments, look to attract FDI and stimulate economic
activity. Consequently, real GDP growth for the UAE is
expected to increase from an estimated 3.2% in 2021 to 4.8%
in 2022.

1
2
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The UAE Central Bank’s TESS programme, which was
extended to end-June 20211 , and associated stimulus
measures have supported the UAE’s financial system and
the nation’s economic recovery. Meanwhile a rising interest
rates structure, as the economic outlook brightened during
2021, provided a solid fillip for the UAE banking sector.

Looking forward, a robust deal pipeline across the region,
including DCM, M&As and IPOs, as well as rising interest
rates and increased business and consumer confidence
support positive expectations for the banking sector as we
enter 2022.

TESS Recovery was extended to 30 June, 2022, while the TESS Deferral Programme expired on 31 December, 2021
Based on the latest CBUAE data, as of November 2021

UAE Real
GDP Growth (%)3
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FAB in-house forecast
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BUSINESS MODEL
FAB is the UAE’s leading bank, and one of the world’s
largest and safest financial institutions. Our robust
foundation with a strong balance sheet and solid
fundamentals enables us to serve our customers,
safeguard our employees and support our communities,
while delivering superior and sustainable returns for our
shareholders.

Our Strengths and
Capabilities
Strong Balance Sheet
Largest bank in the UAE by total assets and
market capitalisation with the strongest
combined credit ratings of any bank in the
MENA region.
Robust Fundamentals
Strong liquidity and funding profile, healthy
asset quality, industry-leading operating
efficiency and capital strength.
Strong Shareholding
37.9% Abu Dhabi Government ownership
through wholly-owned subsidiaries of
Mubadala Investment Company (MIC).

During the year 2021, we reorganised our business
structure to create differentiated offerings and a
distinctive experience for our customers. Our new
structure, comprising four distinct business lines, enables
stronger connectivity to our clients and a deeper product
and segment specialisation.

How We Create Value

A dominant and diversified banking
franchise with four business lines:

Investment
Banking (IB)
Full range of banking
services for institutional
clients: Government, GREs,
SWFs, financial institutions,
large conglomerates

Exceptional Talent
Diverse and inclusive talent pool of over
6,600 dedicated full-time employees, united
through our strong corporate culture and
shared values.
Well Diversified Business Model
Full range of banking services and solutions
to over three million* customers across all
client segments.
Long-Standing Relationships
House bank for Abu Dhabi Government and
Government Related Entities (GREs), with
established relationships with the largest
Institutional clients in the Middle East region.
Strategic International Network
Facilitate trade and investment flows to and
from the UAE through a presence across five
continents and 19 markets (including UAE).
ESG Leadership
Leading by example with ESG deeply
embedded in our culture, business
strategies, governance, and risk
management framework.

36

Corporate and
Commercial
Banking (CCB)
Extensive client base across
the UAE, including large and
mid-size corporates and SMEs

Our Key Business Subsidiaries

Our Stakeholder Impact
Our Customers
We put our customers first, placing them at
the heart of our operations and maximising
our resources to deliver service excellence.

Consumer
Banking (CB)
Leading Consumer bank in
the UAE with unique client
propositions catering to
individual client segments
across conventional and
Islamic banking

Our Employees
We create an environment where our people
can leverage their strengths and excel in
their performance.
Our Partners
Our sustainable growth, success and
resilience relies on our strong partnerships
and external support model.
Our Shareholders
We deliver superior and sustainable returns
to our investors.
Our Communities
We build a legacy of positive change in our
communities.

Global Private
Banking (GPB)
GPB combines its GCC expertise
along with its international
presence to provide HNWI and
UHNWI access to a wide range of
investment products and services

Bank Audi SAE
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GROUP STRATEGY
Our Strategy: 2021 Priorities and Achievements
Our strategy is constantly evolving to reflect changing
market dynamics and is executed with pride and
precision by our diverse workforce across our operating
divisions and geographic footprint.
In 2021, we made significant progress on our growth
agenda, particularly the strengthening of the core
businesses across Investment Banking, Corporate and
Commercial Banking, Consumer Banking and Global
Private Banking as well as enhancement of our digital

Strategic Priorities

•
•

•
•

Accelerate
Digitisation

Enhance
International Model

•
•

•
•
•

•
•

Embedding
Sustainability

Unlocking Value
(carve-outs and M&As)
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During 2021, we have evolved our Group strategy to focus
on accelerated growth across our core businesses as well
as transformation of the Bank.
Below is a brief summary of our key priorities and major
achievements during the year 2021.

2021 Achievements
•

Realign Business
for Growth

capabilities. We remain committed to driving a strong
sustainability agenda at FAB and were placed in the ‘ESG
Leader’ category by MSCI during the year.

•
•
•

•
•

Creation of four distinct business lines for stronger customer
connectivity and specialisation
Retained market leading position in the UAE (Only regional
bank amongst Top #5 MENA investment banking league tables)
Uplift in Consumer NPS scores to ~60 points due to enhanced
core offerings and improved customer experience
Significant progress in digital transformation
Improved self-service capabilities and launched new
functionalities
Payments innovation
Increased digital adoption, particularly in transactions and
customer onboarding
•
88% of digitally available transactions and service requests
performed through Internet banking and Mobile banking
•
37% new-to-bank CASA customers digitally onboarded
Continued strengthening of international franchise
(contribution to revenue increased to 18% from 16%)
Egypt integration underway
Received license for a branch in Shanghai, China

First UAE and GCC Bank to join the Net-Zero Banking Alliance
(NZBA)
MSCI ESG Rating upgraded to ‘AA’, placing FAB in the ‘Leader’
category
Led the issue of the first sustainability linked loan in global
aviation
New Group ESG strategy finalised and approved
#1 in MENA Green bond market with Green bonds outstanding
in excess of USD 1 billion across 10 issuances and 4 currencies

Completed carve-out of our payments business, and launched
Magnati
Completed acquisition of Bank Audi Egypt
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RISK MANAGEMENT
AND COMPLIANCE
FAB’s Risk Management
Strategy includes
comprehensive Enterprisewide Risk and Compliance
Risk Framework, which are
fully aligned with Group’s
Vision to drive consistent
value for stakeholders
through the optimisation of
risk and reward. Within this
comprehensive framework,
we have established robust
controls and tools that include:
•
•
•
•

•
•
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“Three lines of defence” model central to Risk
Management Framework, to identify potential risks
and gauge the effectiveness of related functions and
policies.
New Product Approval Policy provides guidelines on
developing new products, and our Risk Management
team reviews and approves all new products before
launch.
Risk Appetite Framework includes metrics and
thresholds, which form part of the balanced scorecard
and performance appraisals of senior executives.
Risk-related training to relevant employees that covers
Basel III standards, credit risk and modelling, and
financial statement analysis. We also provide mandatory
training to all employees on general risks, such as data
security and money laundering, discussed in other
sections of this report.
Annual internal surveys to receive employee feedback
on managing risks, which help us continuously improve
our practices.
Robust Business Continuity Framework and Policy,
complemented by our Crisis Management Framework
and other emergency plans and incident response
procedures that are tested regularly and at a minimum
on an annual basis, ensure organisational resilience in
the event of major or unexpected incidents and crises,
such as COVID-19.

Risk management oversight

Overall accountability for Risk Governance lies with the
Board Risk and Compliance Committee (BRCC), which
develops and oversees the Group Risk and Compliance
strategies, appetites and policy guidelines and monitors
adherence to these.
Assisting the BRCC in carrying out these functions are
Group Risk Committee (GRC), Group Operational Fraud
Risk Committee (GOFRC), Group Technology Risk and
Information Security Committee (GTRISC), and Group
Compliance Committee (GCC), as well as several subcommittees such as the IFRS 9 Group Steering Committee,
Model Risk Management Committee that oversee specific
risk responsibilities.

Risk management framework

First Abu Dhabi Bank’s Board of Directors, Group Chief
Executive Officer and Executive Management
provide oversight of our Three Lines of Defence:

1
2
3

First Line of Defence

•
•
•

Execute processes and controls
Business and Enabling functions
Own, supplement and operate
within the Risk Appetite, Limits and
Framework

Second Line of Defence

•
•
•

Design and facilitate proactive
Risk Management
Group Risk Management and
Group Compliance
Design and monitor Risk Appetite,
Limits and Framework based on
Group’s Strategy

Third Line of Defence

•
•
•

Independent Assurance
Group Internal Audit
Provide independent assurance
on the adequecy and effectiveness
of the Internal Control, Risk
Management, Governance,
System and Processes

Information security and data privacy

The very nature of our business is based on safeguarding
customers and their assets, and personal information
is an integral component of those assets. That is why
protecting the privacy of our clients and handling the
sensitive information they entrust to us will always be a
top priority at FAB.
Group Information Security and Data Privacy policies and
procedures are periodically reviewed and approved by
the Board.
FAB’s information security/cybersecurity risk, challenges,
regulatory requirements, and initiatives are discussed and
reviewed by the Group Technology Risk and Information
Security Committee (GTRISC) on a bi-monthly basis and
the Board Risk and Compliance Committee (BRCC) on a
quarterly basis.
Approach
We have adopted a Defence in Depth Approach to
effectively manage our Information Security and Data
Privacy Programme. A multi-layered programme in place
to protect and ensure the responsible use of personal
data. Aligned with information security standards, such
as PCI-DSS, Swift CSCF and UAE IA standards, the
programme includes:
security and privacy policies, procedures, and
protocols, such as strong customer authentication
methods;
secure data storage areas with employee clearance
requirements to minimise the risk of unauthorised
data access; and
a comprehensive data leakage prevention strategy.

•
•
•

We have implemented a robust Technology Risk
Management (TRM) practice, in alignment with
Enterprise Risk Management, to identify the critical
information security control objectives that help us
evaluate adequacy of security controls, from both
control design and control operation perspectives,
for all technology implementations at FAB. A robust
methodology is inducted to dynamically identify cyber
threats based on the security capabilities.
We have adopted cloud security tools to eliminate
cloud security blind spots and simplify management
of compliance in cloud environments meeting the FAB
Cloud strategy and regulatory mandates.
We have built robust data protection, data
classification and data encryption techniques,
network security (e.g., firewalls) and other tools into our
products, services, and technologies. Sophisticated
systems are in place to continuously monitor suspicious
activity and thwart cyber-attacks in an evolving threat

landscape, and FAB works closely with government
agencies and other financial institutions to share security
intelligence and analytics.
We conducted a cyber-war gaming exercise in
collaboration with the Central Bank of the UAE to
test the UAE banking sector’s cyber resilience, as well
as strengthen its capability to deal with increasingly
sophisticated cyber-attacks.
We perform periodic testing and security
assessments, and our 24/7 security monitoring team
reviews security events and incidents. Through our
Vendor Risk Framework, we ensure that all third parties’
relationships are initiated based on comprehensive due
diligence, and that risk-focused controls and processes
are in place before contract signing, which reduce the
risk of data breach, reputational damage, and inability to
comply with legal or regulatory requirements. To counter
the increasing software supply chain attacks, we conduct
vendor due diligence on third, fourth and fifth party’s,
protecting our business clients and customers.
Employee and customer education
Employee education is a key cornerstone of our data
governance programme. We provide mandatory training
(e-learning and classroom based), promote good privacy
and security practices among our employees and
contractors, and test compliance with these practices
through periodic “phishing” simulations. In addition, we
have a customer awareness programme in which we
communicate the importance of customer vigilance
regarding online safety and protection of their accounts,
financial information, and devices.
Consumer protection regulation
We engaged various stakeholders including Business
teams for a number of initiatives under the Consumer
Protection Regulation (“Regulation”). Relevant education
sessions covering Data Privacy aspects of the Regulation
were provided. Control objectives were co-ordinated with
Business Units to meet the principles and requirements
of the Regulation. Policies were created to demonstrate
the Bank’s compliance with the Regulation in respect of
Data Privacy, Management and Protection aspects.
Routine assessments are performed to identify possible
vulnerabilities on all Bank assets and infrastructure,
including payment card systems. Methods adopted
include reviewing software asset inventories, extending
the identification to third-party applications and vendors,
using various tools to scan and continuous monitoring of
logs to identify matching patterns from cyber intelligence
feeds from cybersecurity partners. The use of advanced
analytics also provides us with insights and real-time data
to uncover and act on potential threats.
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Top Emerging Risks and FAB Mitigants

In 2021, the banking sector witnessed challenges in asset-quality indicators and the higher
cost of risk as the true impact of 2020 started reflecting and forbearance measures were
being lifted in the second-half 2021.
 uring the year, FAB applied strict underwriting controls, carried comprehensive and
D
continuous portfolio reviews, strengthened its early warning mechanism and provided
necessary support to its clients to ensure that its asset quality indicators remain within the set
Risk Appetite threshold.

1. Credit Risk

FAB will continue to enhance its credit risk underwriting and monitoring framework, portfolio
review mechanism and follow prudent provisioning norms so that asset growth and quality is
well balanced.

In 2021, banks witnessed an increasing role of models in decision-making, requiring
continuous availability of ‘robust and relevant’ models. The continuation of COVID-19 related
economic uncertainties also provided unprecedented challenges for timely and accurate
model risk assessment.
During the year, the Bank strengthened its model functions by formally introducing a model
risk management unit and management committee. Various policies and procedures were
rolled out towards effective implementation of model lifecycle management.

2. Model Risk
Management

FAB will seek deeper engagement with market participants and regulators to refine model
management techniques. The ongoing work with a global player for an agile model
development and deployment platform is due for completion in 2022.

Climate change has become one of the most material issues facing our society today. To
promote UAE’s vision in becoming net zero by 2050, FAB is integrating climate stress testing
into the existing risk management framework as well as financing the transition to a low carbon
economy.
In 2021, FAB joined the Net-Zero Banking Alliance (NZBA), becoming the first UAE and GCC
bank to join the alliance. We have also developed an ESG strategy and risk framework. The ESG
risk framework includes a policy, governance structure, risk appetite, assessment process, risk
disclosures, pillar II and climate stress testing methodology, tools for ESG risk assessment,
disclosures and training and awareness.

3. Climate Risk

Aided by the ESG framework, FAB will continue to enhance the identification, oversight and
management of climate risk and enable our clients to transition towards a climate-neutral
economy through innovative financing and advisory services.

Overall, positive moods prevailed in the global markets during 2021 despite some volatility mainly
driven by expected tightening of monetary policies, increasing inflation, COVID-19 variants
spreading fast and the energy crisis in Europe and Asia.
 quity markets, oil and US treasury yields edged higher during the year while credit spreads
E
tightened on most of the developed markets (DM) and GCC names. In the emerging markets
(EM) space however, credit spreads and FX levels were adversely impacted. Liquidity remained in
abundance for most of 2021.
In 2022, we expect major central banks to rollout aggressive policy tightening including multiple
rate hikes and reduction of the QE (quantitative easing) / asset purchase programmes. However,
pressure on liquidity is not anticipated despite the monetary tightening, aided by a positive
outlook on oil prices.
In 2021, FAB had positioned itself to benefit from the market conditions by investing
opportunistically during volatile periods. It also reduced its exposures to some of the EM markets.
Looking ahead, FAB will continue to build positions that would benefit from the expected positive
move in oil markets and DM equities, whilst reducing exposures to weak EM economies. It
has also positioned to benefit from the rate hikes expected in 2022 as rate sensitive assets are
expected re-price faster than rate sensitive liabilities.

4. Market and
Liquidity Risk
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FAB will continue to maintain its strong and diversified liquidity position as it remains the banker
of choice for Government and key clients.

LIBOR ceased for EUR, GBP, CHF and JPY on 31 December, 2021, while the transition for USD was
postponed by the regulators to June 2023 to provide institutions enough time to implement the
required changes.

5. IBOR Transition

FAB completed the IBOR transition for EUR, GBP, CHF and JPY products and is working with
industry participants, regulatory working groups and counterparties to ensure an orderly
transition within the required timelines for the USD products.
Banks worldwide faced multi-dimensional Operational Risks during the pandemic years (2020
and 2021) through business disruption, process and system failures, and internal / external
frauds. The future operational risk landscape includes heightened cyber threats, 3rd party and
outsourcing risk and conduct risk.
To mitigate these risks, FAB has introduced enhanced internal control monitoring mechanism,
identified key personnel and critical processes, and implemented scalable work-from-home
(WFH) solution.

6. Operational
and Fraud Risk

To combat fraud risks technology solutions like – DSK (Digital Secure Key) and FaceTek solutions
were implemented to prevent on-boarding and transactional fraud risks. Comprehensive set of
guidelines and awareness messages have been published for customers and staff to educate
them on our efforts to fight against fraud.
In the past years, cybersecurity threats have increased primarily due to increased ransomware
attacks, remote working, data security risks, and a need for new emerging cyber skillsets.
FAB has adopted an in depth strategy defence enabled with security controls, cyber monitoring,
continuous analysis of network traffic and enhancements to logging and encryptions in progress.
FAB has implemented the Optical Character Recognition (OCR) capability to enhance Data
Leakage Prevention (DLP) and auto data classification for data security.
Cloud Security Posture Management (CSPM) and Container Workload Protection technologies
(CWPP) were implemented to protect cloud environment from both internal and external factors.
Due to the pandemic, remote working security controls have been strengthened with SecureEncrypted Virtual Private Network (VPN), DLP, watermarking and leveraging Virtual Desktop
Infrastructure (VDI) where required.

7. Cybersecurity

FAB will continuously strengthen its cyber defences, facilitated by strong controls to mitigate
advanced cyber threats, and its enhanced capability in threat detection and access controls.
The persistent situation of the COVID-19 outbreak continued to have a mixed impact on the
employees’ health and safety and relentlessly tested the business and operational resilience
capabilities of the organisation in 2021. A people-first approach and convening of crisis
management teams, helped FAB to continuously assess the COVID-19 introduced risks and
respond in line with regulatory directions. In addition, recovery strategies like w
 ork-from-home
(WFH), established early in 2020, helped the Bank to sail through the pandemic challenges of
2021.
Organisations globally are staying on alert and monitoring the pandemic situation to return to
‘normal’, albeit maintaining alternative working arrangements as required.

8. Business
Continuity

FAB will continue to take a people-first approach, while strictly adhering to the health authority
and government guidelines. IT resilience and disaster recovery planning will remain as another
area of attention to serve up to the expectations of customers, partners and regulators.
Since banking is increasingly becoming digital, digitalisation will dictate the future in several areas
of banking including customer experience, distribution channels and cost structures.
FAB has put in place several partnerships with new entrants and tech companies to ensure that
customers can make payments quickly and easily, including but not limited to digital wallets,
remittance solutions, and services for merchants. To enhance customer screening and access
security, FAB has implemented DSK (digital secure key) and Facetek technologies on its mobile
platforms.

9. Fintech
Disruption

FAB is also preparing itself to embrace open banking, by enhancing its open API capabilities and
API security capabilities.

FAB will continue to enhance the third-party risk management programme to help ensure
engagements comply with the third-party risk policy and required standards. We work closely
with providers to monitor performance.

10. Risks Arising
from the Receipt
of Services from
Third Parties

In 2022, we will continue to strengthen our third-party risk framework and improve our
technology, process and people capabilities.
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Compliance at FAB
In accordance with the UAE
Central Bank corporate
governance requirements,
the Group Compliance
reporting line is to the Group
Chief Executive Officer. The
Group Head of Compliance
also reports directly to the
Chair of the Board Risk and
Compliance Committee
(BRCC).

identified during the year is also considered during the yearend review process.

Compliance manages and acts as the principal interface
between FAB and its banking regulators in all locations.
Dedicated local Compliance Officers support all bank
branches and subsidiaries across the network. Central
teams of subject matter experts provide advice, guidance
and support for Regulatory Compliance, Financial Crime
Compliance and Compliance Technology. A Compliance
Monitoring and Assurance team undertakes independent
testing and reviews of processes and procedures to
ensure compliance with, internal and external, regulatory
obligations.

Overall responsibility for the development of FAB’s
Compliance Strategy, Risks, Appetite and Governance
is delegated to the BRCC, including oversight of
implementation. The Group Compliance Committee (GCC),
chaired by the Group Chief Executive Officer, assists the
BRCC in undertaking its compliance responsibilities.

The Compliance Risk Framework is aligned with the vision
and strategy of FAB Group, to ensure appropriate visibility,
understanding, oversight and management of Compliance
Risks. Within this framework a number of controls, key
performance and risk indicators and thresholds have been
developed, including Group Compliance operating as
part of a second line of defence within FAB’s three lines of
defence model, providing independent oversight, advice
and guidance for the Bank.
Compliance Risk Appetite metrics are included in the
Balanced Scorecards and Performance Appraisals for Senior
Management. Feedback on any inappropriate behaviours
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Mandatory Annual Compliance Training requires
completion by all staff, in addition to specific tailored
training for certain areas such as trading, sales and
relationship management. The Board also receives annual
Compliance Training updates.
Annual Enterprise-Wide Compliance Risk Assessments
are undertaken for all businesses and geographic locations,
covering inherent risks and controls over Regulatory Risks
as well as Financial Crime Risks. Following reviews against
Compliance Risk Appetite, concurrence from BRCC and
GCC are obtained for relevant mitigating plans and actions.
Staff personal conduct is managed through individual
conflicts processes, including personal account dealing
declarations, outside business interests notifications and
oversight of gifts and entertainment. Bank conduct and
associated conflicts are managed through surveillance and
other activities reviewed through the Group’s Compliance
Control Room.

Compliance oversight

Financial crime

FAB has invested heavily in strategies, frameworks, systems
and controls, as well as subject matter expert resources,
to prevent and detect criminal activities, including Money
Laundering, Bribery and Corruption, Terrorist Financing and
to satisfy International Sanctions requirements.
Money Laundering scenarios and typologies are regularly
reviewed and updated to ensure that they align with the
Bank’s products and services, as well as any changes
in criminal behaviours identified through regulatory
investigations or market updates.
Policies and procedures are periodically reviewed
and updated to reflect new and amended regulatory
requirements and FAB’s Risk Appetite. Staff communications
and education programmes are in place to ensure that they
understand and apply current requirements.

Customer and transaction screening

To assure that FAB’s customers and their transactions are
appropriately identified as legitimate the Bank has adopted
international best practice for its due diligence processes,
both at initial onboarding as well as throughout the
lifetime of the relationship. A variety of tools and systems
are in place to facilitate the detection and reporting to
the authorities of any criminal behaviours identified or
suspected. Customer and Payment Screening is undertaken
against lists provided by the UN, US, UK, EU and the UAE, in
addition to any other required local country lists.

Regulatory change

As with other regulated Financial Institutions, FAB
continues to identify a significant volume of material new
and amended regulations that require action to ensure
compliance, which range from significant groupwide
programmes to local process and system changes.
During 2021, FAB was directly impacted by over 500 such
changes, which require analysis, engagement with relevant
stakeholders, development and implementation of action
plans, reporting to senior management and oversight of the
eventual closure of projects.

Staff training

FAB treats the training and education of its staff extremely
seriously and ensures that every year all staff complete
mandatory training covering Regulatory Risks and Financial
Crime Compliance. During the year 99% (6361) of all
staff completed the required training, the balance being
unavailable for a variety of reasons, such as maternity
leave. Additionally, targeted training was provided in 34
sessions for identified higher risk areas, including Senior
Management and the Board (1911 staff).

Supervisory college

Every two years, the FAB’s Home State Regulator, the Central
Bank of the UAE, invites the Bank’s Host State Regulators
covering FAB’s banking activities across the network to
discuss its risk profile, strategy and key activities. The initial
conference took place in November 2019, and a further,
virtual, conference was hosted in December 2021. The FAB
Group provided a series of presentations and updates to
the participants, through its Senior Management.

Financial services industry

Banks need to continue to invest heavily in compliance
capabilities to mitigate the risk that their products and
services are used by Criminal Enterprises to transfer and
invest their illicit gains. As they develop more sophisticated
activities to avoid detection, so the Bank’s processes and
systems require regular update and change. Changing
regulators’ expectations also need to be identified,
understood and appropriately satisfied, which is a continual
cycle of reviews and validations.
COVID-19 has not diminished regulators’ enforcement
actions and penalties, which have continued to focus
mainly on Financial Crime Compliance failings, in particular
money laundering and sanctions. While the total value of
fines has remained roughly the same (c. USD 4.5 billion)
for the last few years, the trend appears to be shifting to a
higher volume of lower value penalties. Also, business and
individual conduct failings appear as an increasing area of
concern to authorities. Global organisations such as FATF
(Financial Action Task Force) view the imposition of fines
and other penalties as evidence of whether regulatory
requirements are being effectively policed and action taken
for failings.

45

